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1 Introduction to Accelerator

e Introduction
e Technical Architecture
e Accelerator Security Aspects

1.1 Introduction

BlueJeans Accelerator is a product deployed within an enterprise network which
helps optimize the WAN bandwidth consumption when a Primetime event is
streamed to a large number of attendees within an enterprise. This Accelerator
fetches the Primetime media streams from the cloud, caches the media chunks and

serves the clients locally.

-
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1.2 Technical Architecture
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1.2.1 Registration Process of Accelerator Node

On deployment of an Accelerator node in an enterprise, it tries to connect
with the BlueJeans cloud to send registration message comprising of: Pairing code
(for Authentication), Private IP Address (Internal IP Address of Accelerator
configured by admin), Version no. etc.

Blue]eans Cloud Service maintains private IP & public IP mapping of all the
registered Accelerator nodes. BlueJeans cloud service picks private IP address from
registration message of Accelerator node and maps it with the public IP fetched
from the Source IP address of the request.

This public & private IP mapping is maintained in a BlueJeans Database
which is used to identify nodes deployed at specific enterprise office and can later
be mapped with Attendees who are streaming from the same office.

-
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1.2.2 Attendee’s Join Flow

On entering attendee URL on the Browser, HTTPS request is sent to BlueJeans
Cloud. Based on the attendee’s URL, BlueJeans cloud checks for the enterprise and
On-Prem enablement.

If On-Prem is enabled for that enterprise and deployed Accelerator is in “Online”
state, then BlueJeans Cloud will reply with the URL comprising the Internal I[P
address of the Accelerator node.

Now attendee requests for the stream directly from the Accelerator node
deployed within its enterprise using the Internal IP of Accelerator Node.

Once Accelerator gets the Attendee request, it starts fetching the stream of the
event from the nearest CDN server and start caching it. All the attendees who are
streaming the Event from the same Enterprise Office will fetch the stream from the
Accelerator directly.

1.3 Accelerator Security Aspects

Accelerator uses “Pairing code authentication” at the time of installation of
node. This is a secure & reliable way of authenticating any Accelerator node
deployed at any Enterprise with BlueJeans Cloud. Pairing code is an alphanumeric
key generated by BlueJeans and it can be used only once for registration and can’t be
used again, even for the same node.

Accelerator receives the Stream from CDN over https, therefore all the
communication between Accelerator and CDN is secure. In case of Accelerator
Nodes failure, Attendees fetch the stream from CDN over HTTPS.

e NOTE: The Accelerator makes HTTPS requests to the BlueJeans cloud
infrastructure over port 443. The enterprise admins should ensure that these ports
are not blocked in the outbound direction. Therefore no inbound firewall ports need
to be opened. Strongly recommend to deploy Accelerator Node in trusted/Inside
Zone and not in DMZ or untrusted zone.

-]
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2 Accelerator VM Specifications &
Prerequisite

e Accelerator VM Specifications
e Accelerator Deployment Prerequisite
e Network & Firewall Configuration Recommendations

2.1 Accelerator VM Specifications

The product is delivered as a Virtual Machine software.

Each VM is shipped with following pre-configured settings:
e 2vCPUs
e 4GB Memory
e 20GBHDD
e VMXNET 3 Network Adapter for OVF/OVA image

e NOTE: Please retain these settings and assign a minimum of 1Gbps NIC to
each Accelerator. Modifying these settings can impact Accelerator performance.

2.2 Accelerator Deployment Prerequisites

Accelerator deployment prerequisites are as follows:

1. Accelerator software is available as Virtual Machine image in the following

formats:
e OVF
e (OVA
e HyperV

Please download the appropriate image

2. Software Requirement:
e OVF/OVA deployment is qualified with VMware ESXi versions 5.5 &

5.10.
3. Hardware Requirement: Supporting any standard x86-64 server running at

minimum 2.5 Gh

4. One [P Address on the local network (which Admin can assign to
Accelerator)
|
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5. One Pairing Code generated on the BlueJeans Enterprise Admin page (to
register & authenticate Accelerator with BlueJeans Cloud)

6. 1 Gbps dedicated NIC for each Accelerator.

2.3 Network & firewall Configuration Recommendations

1. The Accelerator is a device on the LAN. It should be accessible by local
endpoints over the LAN. Strongly recommended to deploy Accelerator Node
in trusted/Inside Zone and not in DMZ or untrusted zone.

2. In addition, it needs Internet connectivity to the BlueJeans cloud
infrastructure.

3. The Accelerator makes HTTPS requests to the BlueJeans cloud infrastructure
over port 443. The enterprise admins should ensure that these ports are not
blocked in the outbound direction on Firewall.

4. In case all domains on port 443 are not allowed by default and only selected
sites are allowed, then make sure the following domains are whitelisted:

o bluejeans.com

aZm.bluejeans.com

tracker.bluejeans.com

primetime.bluejeans.com

streaming.bluejeans.com

streaming-akamai.bluejeans.com

ull-streaming-akamai.bluejeans.com

bjnsecure_z-vh.akamaihd.net

accelerator-update.bluejeans.com

accelerator-coreos-updates.bluejeans.com

quay.io

cdn.quay.io

cdn0O1.quay.io

cdn02.quay.io

cdn03.quay.io

quay-registry.s3.amazonaws.com

* pubnub.com

* pndsn.com

* pubnub.net

* pubnub.io

*.cloudfront.net

*.sumologic.com

* flatcar.pool.ntp.org

O O 0O OO O O0OO0OO0OO0OO0OO0OO0ODOoOO0ODOoOO0OO0OOoOOoOOoOoOo
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3 Accelerator Setup Instructions

e Generate Pairing Code

e Deploy Accelerator Virtual Machine
e Configure Accelerator

e Check Deployed Node Status

3.1 Generate Pairing Code

The steps below will help you to generate Pairing Code which you can use to
register & authenticate Accelerator with BlueJeans.

1. Login to your BlueJeans account by using your Enterprise Username &
Password at URL: https://bluejeans.com

2. Once you access your account then navigate to Admin -> Manage Accelerator.

3. Click on “+Add Node” button.

B|uejeans MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS  see
GROUP SETTINGS Enable onprem for enterprise { |
MANACEREAIRES Name Registered Pairing Code Status
MANAGE USERS BLR_10.5.9164 Yes paired Online
MEETINGRISTORY, BLR_10.5.9152 Yes paired Online
EVENTS BLR_10.5.9.92 Yes paired Online
RECORDING ACTIVITY BLR_10.5.9153 Yes paired Online
MANAGE ACCELERATOR BLR_10.5.9.90 Yes paired Online
RELEASE NOTES \atuddd Noday

4. Enter Name in the field. (Note: - This Name is for your reference to manage
these nodes therefore give names which will help you to recognize these
nodes. For e.g. you can mention Lab, IP, Location etc. here.)

5. Once Name is provided then click on “Save” Button.

-
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MIN COMMAND CENTER RECORDINGS

BlueJeans MEETINGS EVENTS

GROUP SETTINGS Enable onprem for enterprise (|

MANAGE FEATURES

Name Registered Pairing Code Status
MANAGE USERS BLR_10.5.9164 Yes paired Online
MEETING HISTORY BUROESTE2 Yes paired Online
EVENTS BLR_10.5992 Yes paired Online
RECORDING ACTIVITY BLR_10.5.9153 Yes paired Online
MANAGE ACCELERATOR BLR_10.5.9.90 Yes paired Online
RELEASE NOTES Test

+ Add Node

6. Note down this Pairing Code. You will need this pairing code when you
deploy the Accelerator VM in section 3.3.

BlueJeans MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS

GROUP SETTINGS Enable onprem for enterprise { {

MANAGE FEATURES

Name Registered Pairing Code Status

MANAGE USERS Test No HyXiMsU Disconnected

MEETING HISTORY

BLR_10.5.9164 Yes paired Online
EVENTS BLR_10.5.9152 Yes paired Online
RECORDING ACTIVITY BLR_10.5.9.92 Yes paired Online
MANAGE ACCELERATOR BLR_10.5.9153 Yes paired Online
RELEASE NOTES BLR_10.5.9.90 Yes paired Online

| +Add Node

-
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3.2 Deploy Accelerator Virtual Machine

3.2.1 OVF/OVA deployment

This section will guide you on how to deploy Accelerator OVF/OVA image in
enterprise Network

1. Download the On-Prem Accelerator VM Package
“BlueJeans_Accelerator_V5.8” from BlueJeans shared site.

2. Open VSphere Client and here select File > Deploy OVF template.

File | Edit View Inventory Administration Plug-ins Help
New < ntory b Bl Inventory
I Deploy OVF Template... i
Export 4
Report 4 esx4 VMware ESXi, 5.0.0, 469512
Browse VA Marketplace... i N Summary ' Virtual Machines ' Reso (| |
Print Maps »
p What is a Host?
Exit

3. Then browse to the folder where you extracted the files and you should
see a BlueJeans_Accelerator_V5.8.0vf file, select that and click “Next”.

‘computer, such as a local hard drive, a network share, or a CD/DVD drive.

<ok | [ neas | Cancel

-
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4. Select Next for the “OVF Template Details”

OVF Template Details
Verfy OVF template detaks.

Source

OVF Template Details
Name and Location
Dsk Format

Network Mapping
Ready to Complete

Product: Blueeans_Accelerator_V2.6

Download sze: 677.0 MB

Szeondsk: 1.8 GB (thin provisioned)
20.0 GB (thick provisioned)

Description:

< Back | Next > I Cancel |

5. Enter a descriptive name for this VM Node and select “Next”.

Name and Location
Specify a name and location for the deployed template

Source Name:

Name and Location BlueJeans_Accelerator_V2.6]

Disk Format The name can contain up to 80 characters and it must be unique within the inventory folder.
Network Mapping

Ready to Complete

< Back | Next > | Cancel |

-
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6. Choose Destination Storage by selecting appropriate datastore and select
“Next”.

7. Select Disk Format “Thick Provision Lazy Zeroed” or “Thin Provision”
based on disk space management and utilization as per your enterprise
policy & practice and then select Next.

8. Then map the network used in this OVF template to network in your
inventory by selecting drop down menu (if more networks are
configured) under Destination Network and select Next.

9. Review the summary and click on “Finish”. This will deploy the
Accelerator on ESXi Hypervisor.

| £) Deploy OVF Templat c=aen X
Ready to Complete
Are these the options you want to use?

I

Source
OVF Template Details When you dick Finish, the deployment task wil be started.

Name and Location 3
Disk Format Deployment settings:

Network Mapping OVF file: C:\Users\denimuser\Documents\On-prem vm\BlueJeans_Accelerator_Prod_V2.6.0\ova\BlueJeans_A...
Ready to Complete | pownload size: 677.0MB

Size on disk: 18GB

Name: BlueJeans_Accelerator_V2.6

Host/Cluster: localhost.

Datastore: datastore1 (13)

Disk provisioning: Thin Provision

Network Mapping: "bridged" to "Virtual_QA"

™ Power on after deployment

< Back | Finsh Cancel

Z |

10. After deployment select your VM and click on edit settings. Make sure all
the settings including VM’s SCSI Controller, Hard disk and Network
adapter settings should be adjusted according to respective setups.

(91 [Blueleans_Accelerator_/ P

ower >
@ Blueleans_Accelerator_A
({3 Blueleans_Accelerator_¢ Guest »
@ Blueleans_Accelerator_¢ Snapshot 4

({3 Blueleans_Accelerator_§ Q Open Console
@ Blueleans_Accelerator_9

B BlueJeans_AcceIerator_S@ Edit Settings...

({3 Blueleans_Accelerator_¢ Upgrade Virtual Hardware
(3 Blueleans_Accelerator_§ o
& Blueleans_Accelerator_ Add Permission... Ctrl+P

El Blueleans_Accelerator_!
@ Blueleans_Accelerator_!

Report Perfformance...

-
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11. Power on the BlueJeans Accelerator VM. For this first select it in the VM
list and then right click to select Power-> Power On option.

File Edit View Inventory Administration Plug-ins Help
G B A rome bgg mventory b Inventory
A REILE A

2@ 107212 BlueJeans_Accelerator_V1.0_10.5.9.180
(3 [BlueJeans Accelerator V10|
B B Power »
® E Guest ,
g Z Snapshot »
]
BE & Open Console mputer that, like a Virtual Machines A
DB it Settings.. ting system and 'S
B E installed on a virtual 2
BE Upgrade Virtual Hardware y
- g system
@6 AgdPermission.. CtrieP LB
By Because every virtual machine is an isolated computing Q.
@ U Report Performance... pnvironment, you can use virtual machines as desktop or Y
B U Reas workstation environments, as testing environments, or to
@y onsolidate server applications.
@ o Open in New Window... Ctrl+Alt«N
& o Virtual machines run on hosts. The same host can run
& o Remove from Inventory any virtual machines
Delete from Disk
@ o |
Basic Tasks
D Power on the virtual machine
G Edit virtual machine settings

12. Once the VM is powered ON then navigate to “Console” Tab to start
configuration.

13. Click on the console Tab to enter into the console screen.

File Edit View Inventory Administration Plug-ins Help
a - | ,_D Home D @’j Inventory D Eﬂ Inventory
mip> &8 &RZERRP R

ENERECEIA Biueleans_Accelerator_v1.0_10.5.9.180
3 Bl
@ Bl = el N 2 2 S
s evice veth e entered promiscuous mode
@® c 5828331 devi th2b3395 t d i d
- 5 vb: K : veth e: link is not ready
@B En 5846231 IPv6: ADDRCONF (NETDEV_UP) th2b3395 link i t d
- 5 ocker8: por veth e) entere orwarding state
@B En 58580821 docker8: port 4(veth2b3395e) t d f ding stat
3 ocker8: port veth 395e) entere orwarding state
@ En 5868971 dockerB: p 4( h2b3395e) d f ding
3 : ethB: rename rom vethea a
@B En 6876761 ethd d f theabd88
3 vb: | : veth e: lin ecoMes ready
@ En 6161611 IPv6: ADDRCONF (NETDEU_CHANGE) th2b3395 link b d
- . ocker8: por veth e entere orwarding state
@B Ex 2763591 docker8: port 1(veth5439e99) t d f ding stat
2 ocker8: por veth entere orwarding state
@ Gi 3483531 docker@ t 3(vethfB5084089) t d f di tat
8 ockerB: port veth e entere orwarding state
@B v 2364441 dockerB: p 2(vethb2938eb) t d f ding t
%LY .6284531 dockerB: port 4(veth2b3395e) entered forwarding state
Ly
D Ly
& or
his is core- inux x86_ +19. :52:

@ or This i 81 (Li 86_64 3.19.3) 88:52:53

G or SSH host key: 13:81:15:df:18:29:2 5:58:98:fb:b5:c1:51:ea:f4 (DSA)

& or SSH host key: B4:65:af:e5:2a:7d:18:82:46:f8:8e:73:f4:5d:bb:46 (ED25519)
SSH host key: da:1b:3b:b6:eb6:bf:42:36:39:b1:d4:2d:54:8c:e7:ab (RSA)
ens33: 18.5.9.180 fe88::20c:29ff:feBb:3c52

< » core-81 login:

Recent Tasks Name, Target or Status contains: + Clear X

-]
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3.3 Configure Accelerator

This section will guide you how to configure following:-

e Network settings
e Registering Using Pairing Code

1. Open the console to the VM and login.
2. Using default username “core” and password “core123".
3. Now admin should change to new Password and confirm it by re-entering it.

OnPrem Virtual Machine 3Setup Hizard
[Version: 5.8]

lease change the password for core
eW password:

e NOTE: Please provide strong password with more than 5 characters
and should comprise of upper and lower case letters and numeric characters.
Password restriction is not enforced.

1. Configure following Network Settings:
e [P Address: provide internal IP
e Subnet Mask
e Default Gateway
e Primary DNS IP
e Secondary DNS IP (this is optional and you can skip it by pressing
Enter key)

-]
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OnPrem Virtual Machine Setup Wizard
[Version: 5.81

Enter the host static IP

Enter the subnet mask (e.g. 255.255.255.8)
255.255.255.8
Enter the Gateway

Enter the Primary DNS

——
Enter the Secondary DNS [Optionall

Here, system shows configured information and ask for confirmation to save

“u__»n

it. Type “y” and press Enter key for saving these settings.

Network Interface: [ens192]
Network Type: [STATIC]
IPv4 Address:

Subnet Mask:

IPv4 Gateway:

Primary DNS:

Secondary DNS:

Are you fine with the configuration and OR to proceed? Please type (y/n)

2. Here system shows option to setup Web Proxy.
Note: This step is optional and can be skipped by opting “n” here.

Do you want to setup web proxy? Please type (y/n)

“u__»n

Type “y” and press Enter key to configure web proxy. Here Admin can
configure HTTP and HTTPS proxy. Following two formats are allowed to
enter:

a) <protocol>://<proxy_ip>:<proxy_port>
b) <protocol>://<username>:<password>@<proxy_ip>:<proxy_port>

-
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Format parameters:

e <protocol> http or https

e <proxy_ip> - [P Address of Proxy

e <proxy_port> Port Number of Proxy

e <username> Username to access Proxy
e <password> Password to access Proxy

Do you want to setup web proxy? Please type (y/n)

Enter the HTTP proxy in either of below 2 formats and hit Enter:

1) ’‘<protocol>://<proxy_ip>:<proxy_port>’ Ex: http:/,/192.168.1.1:3128

2) ’<protocol>://<usernamed:<password>@<proxy_ip>:<proxy_port>’ Ex: https://aa
:bb@192.168.1.1:3128

Enter HTTP Pr " iMuser:denim123@18.5.9.118:3128
Enter the HTTPS proxy in either of below 2 formats:

1) ’<protocol>://<proxy_ip>:<proxy_port>’ Ex: http:-/,192.168.1.1:3128

2) ’<protocol>://<usernamed:<password>@<proxy_ip>:<proxy_port>’ Ex: https://aa
:bb@192.168.1.1:3128

Enter HTTPS Proxy: http://denimMuser:denim123@18.5.9.118:3128_

e NOTE: Web Proxy option is in Beta Phase. Squid proxy is qualified in
house with Accelerator.

3. Once all Network setting are configured and applied then Admin is prompted
for pairing code.

Enter the pairing code here

4. Here provide the Pairing Code which we have generated in section 3.1 and
then press Enter key.

5. “Pairing Code” Accepted message is shown if you have entered valid pairing
code and if your VM is reachable to BlueJeans Cloud for registering this
Accelerator Node.

-
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a NOTE: In following conditions Pairing Code acceptance will fail:

e If Accelerator cannot reach the BlueJeans cloud. (For this make
sure that your Network setting are such that Accelerator has
internet access and you should be able to ping bluejeans.com)

e Ifyou are providing wrong/invalid Pairing Codes.

e Ifyouare providing a Pairing Code that has already been used.
(Pairing code can be used only once for registration and can’t be
used again, even for the same node.)

6. Once you get the Pairing Code acceptance message then you will be asked to
reboot the VM by pressing “Enter” key. Here press “Enter” key to initiate
reboot and with this Accelerator deployment process will be over.

Enter the pairing code here
BksUB_$
Pairing code accepted!?

Created symlink from setc/systemd/system/multi-user.target.wants/optimus-manager
.service to Zetc/systemd/system/optimMus-mManager.service.

Created symlink from /etc/systemd/system/multi-user.target.wants/optimus-logger.
service to /etc/systemd/system/optimus-logger. service.

Created symlink from Zetc/systemd/system/timers.target.wants/optimus-update-wind
ouw.tiMer to Zetc/systemd/system/optimus—update-windowu. timer.

#i###tt Needs REBOOT, Press "Enter" to reboot...##n##

7. After node comes up, login again using default username “core” and with new
password. Here Main Menu will be shown. Wait for 30 minutes and then
issue command ctrl+c, which will show shell prompt. Here issue command
“docker ps” to show all the four applications with following names:
“quay.io/bjnquay/optimus-manager”, “quay.io/bjnquay/optimus-logger”,
“quay.io/bjnquay/optimus-proxy:X.Y.Z"” , “quay.io/bjnquay/optimus-
cache:A.B.C”. This signifies that all the applications of Accelerator are up.
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OnPrem Virtual Machine Setup W

[Version: 5.8]

Select from below menu:

|

|

| [
| [2]
| [3]
| [4]
|

I

|

|

[5]
[6]
]
[8l

Edit network settings

View registration status
Change password

SSL settings

Proxy Settings

NTP settings

Uninstall the configuration
Reboot

Custom SSL Proxy Settings

Enter your choice:

20!

[core®localho
CONTAINER ID
0876ed1454ad
327b14cd5531
333c695c2eb5

host docker ps

IMAGE
quay.io/bjnquay/stage-optimus-logger:5.2.43
quay.io/bjnquay/stage-optimus-manager:5.7.26
quay.io/bjnquay/optimus-proxy:1.6.24
quay.io/bjnquay/optimus-cache:1.5.67

COMMAND

"/usr/bin/nodejs /ho..
"docker-entrypoint.s..
"docker-entrypoint.s..
"docker-entrypoint.s..

4d220a252d2b
yre@local

re@localho

e NOTE: All Application containers comes up within 30 Minutes from
reboot time. After reboot, latest images are downloaded from BlueJeans
Cloud infrastructure and start its services. Therefore all the application
containers takes up to 30 minutes. This time is variable and based on the
Internet and download speed.

3.4 Check Deployed Node Status

The steps below will help you to check the status of Node on Enterprise Admin Ul

Login as Enterprise Admin and navigate to Admin-> Manager Accelerator. Here
check following values for deployed Node:

o Registered “Yes”
o Pairing Code “Paired”
o Status “Online”

-]
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Bluejeans MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS ~ see
GROUP SETTINGS Enable onprem for enterprise (|
RS ERLER Name Registered Pairing Code Status
MANAGE USERS BLR_10.5.9164 Yes paired Online
MEETINGHISTORY BLR_10.5.9152 Yes paired Online
EVENTS BLR_10.5.9.92 Yes paired Online
RECORDING ACTIVITY BLR 10.5.9153 Yes paired Online
MANAGE ACCELERATOR BLR_10.5.9.90 Yes paired Online
RELEASE NOTES Test Yes <:| paired <: Online <:|

+ Add Node

G NOTE: Registered “Yes” and Pairing Code “Paired” confirms that
pairing code used at the time of deployment is accepted and this node is
registered a valid Accelerator node with BlueJeans cloud.

Status value shows the node’s state like Online / Disconnected / Drained /
Overloaded. Make sure after deployment your node should be “Online” state.
It takes ~30 min for a node to come online after deployment.

3.5 Check Feature Enablement by Enterprise Admin

Admin should make sure that Onprem Accelerator feature is enabled at
enterprise level for all the Primetime events.

To enable this feature navigate to Admin-> Manager Accelerator and here use
turn On the toggle button and click on “Update” button.

-
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BIueJeans MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS [
GROUP SETTINGS Enable onprem for enterprise (| <: 1 2 :>
MANACEREATURES Name Registered Pairing Code Status
MANAGEWUSERS Test Yes paired Disconnected
MEETING HISTORY BLR_10.5.9164 Yes paired Online
EVENTS BLR_10.5.9152 Yes paired Online
RECORDING ACTIVITY BLR 10.5.9.92 Yes paired Online
MANAGE ACCELERATOR BLR_10.5.9153 Yes paired Online
RELEASE NOTES BLR_10.5.9.90 Yes paired Online

+ Add Node

e NOTE: Admin should make sure that “Enable onprem for enterprise”
toggle button should be turned ON before any Primetime event, if they want
attendees to stream via Onprem Accelerator, else all the attendees will
stream via cloud directly.

e Caveat: Make sure that Attendees who are joining outside
office/campus where Accelerator is deployed should turn off full-tunnel VPN.
This is very important, as we do not want outside attendees to stream via
Accelerator deployed at office/campus. This can impact Attendee’s user
experience. If full-tunnel VPN is used then, attendees get internal IP of the
office and therefore eventually starts streaming via Accelerator, which is not
the ideal solution for the Attendees who are streaming from outside. They
should stream directly from BlueJeans cloud to get better user experience.

In case of Split-tunnel VPN no action needs be taken, as outside traffic
will go directly to Internet and should not be routed via office/campus.

4 Manage Accelerator via Node Console

e Introduction

e Main Menu Options

e Manage Network Settings

e View Registration Status on Accelerator
e Change Password

e SSL Settings for HTMLS5 support

e Web Proxy Support

-
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e NTP Support
¢ Uninstall Configuration
e Reboot Accelerator

4.1 Introduction

This section is focused on helping the administrator manage deployed Accelerator
nodes.This will help administrator to modify Network settings, Password, add SSL
settings, reboot node and even uninstall the complete configuration of any node.

e NOTE - After configuring Network settings, Admin can access Accelerator
Node setting options via either VM Console using [core] or via SSH login with
[onpremuser] and switch to [core].

4.2 Main Menu

After providing valid username and password, the Accelerator Main Menu is shown.
This Menu give following options to Admin user:

1. Edit Network Settings

2. View registration status

3. Change Password

4. SSL settings

5. Proxy Settings

6. NTP Settings

7. Uninstall the configuration
8. Reboot

9. Custom SSL Proxy Settings

-]
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OnPrem Virtual Machine Setup Wizard
[Version: 5.8]

Select from below menu:

|

|

| [1] Edit network settings

| [2] View registration status
| [3] Change password

| [4] SSL settings
|

|

|

|

|

[5] Proxy Settings
[6] NTP settings
[7] Uninstall the configuration
[8] Reboot
Custom SSL Proxy Settings

Enter your choice:

Admin can select any of above options to

4.2.1 Manage Network Settings

Admin can view/modify/manage Accelerator’s Network settings using first option
on Main Menu.

To select option [1] Edit Network Settings.
Enter your Choice: 1

Selecting this option will display your current Network Configuration. Here if Admin

“u__»n

want to edit these settings then type “y” and then Enter.

-
© 2018 BluejJeans Network 23



BluelJeans Accelerator

Network Interface: [ens192]
Network Type: [STATIC]
IPv4 Address:

Subnet Mask:

IPv4 Gateway:

Primary DNS:

Secondary DNS:

Do you want to edit your configuration? Please type (y/n)

Here, admin can change any of the following Network Settings:-

[P Address : provide internal [P

Subnet Mask

Default Gateway

Primary DNS I[P

Secondary DNS IP (this is optional and you can skip it by pressing Enter key)

O O O O O

Existing Network Configuration is shown and if you want to change any setting then
type it else hit Enter to skip.

After modifying Network Settings, system will show configured information and
then apply it and ask for Reboot. Here press “Enter” key to reboot the system.

-]
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4.2.2 View Registration Status

Admin can view the registration status of Accelerator Node by selecting second
option on Main Menu.

To select option [2] View registration status

Enter your Choice: 2

Registration Status: Success

Pairing code: EJt-u”6b_
Node ID: 5734695eeBfab6337e2c3alf

Press any key to go back to main menu...

This option shows the Registration Status, Pairing Code & Node ID of the Accelerator
Node.

e Note: Main Menu will show option “Register with Pairing Code” if Node is not
registered.

4.2.3 Change Password

Admin can change the password of the Accelerator Node any time after the
deployment by selecting third option from Main Menu.

To select option [3] Change Password

Enter your Choice: 3

Admin should change to new Password and confirm it by re-entering it.

-]
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e NOTE: Please provide strong password with more than 5 characters and
should comprise of upper and lower case letters and numeric characters. Password
restriction is not enforced.

4.2.4 SSL settings

Accelerator support HTMLS5 players to stream via it. For Flash player no extra
configuration on Accelerator is required but to support HTML5 Admin has to install
SSL certificate on Accelerator.

Please refer Chapter 8 for more details on configuring HTML5 support on
Accelerator.

4.2.5 Proxy Settings

Admin can view/modify/manage Accelerator’s Proxy settings using fifth option on
Main Menu.

To select option [5] Proxy Settings.

Enter your Choice: 5
Please select from menu
i Heb Proxy settings:-

i [11 HTTP proxy settings
[2]1 HTTPS proxy settings

[3]1 To go to Main Menu

Here Admin can select following options:

e Select option [1] HTTP proxy settings, to view/edit HTTP Proxy Settings
e Select option [2] HTTPS proxy settings, to view/edit HTTPS Proxy Settings
e Select option [3] To go to Main Menu, for redirecting Admin to Main Menu

4.2.5.1 HTTP Proxy Settings

Select option [1] HTTP proxy settings. This will display existing HTTP Proxy
configuration and provide options to edit and delete these settings.

-]
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i HTTP Proxy settings:-
[1]1 Edit HTTP proxy settings
[2]1 Delete HTTP proxy settings
[3]1 To go to previous Menu

Enter the HTTP proxy in either of below 2 formats and hit Enter:

1) ’<protocol>://<proxy_ip>:<proxy_port>’ Ex: http:/-192.168.1.1:3128

2) ’<protocol>://<username>:<password>@<{proxy_ip>:<proxy_port>’ Ex: https://aa
:bb@192.168.1.1:3128

Enter HTTP Proxy:

Select option [1] Edit HTTP proxy settings, to modify HTTP Proxy Settings.

Here Admin can configure HTTP proxy. Following two formats are allowed to enter:

a) <protocol>://<proxy_ip>:<proxy_port>
b) <protocol>://<username>:<password>@<proxy_ip>:<proxy_port>

Format parameters:

e <protocol> - http or https

e <proxy_ip> [P Address of Proxy

e <proxy_port> Port Number of Proxy

e <username> Username to access Proxy
e <password> Password to access Proxy

Select option [2] Delete HTTP proxy settings, for deleting all HTTP proxy settings.

Select option [3] To go to Main Menu, for redirecting Admin to Main Menu.

4.2.5.2 HTTPS Proxy Settings

Select option [2] HTTPS proxy settings. This will display existing HTTPS Proxy
configuration and provide options to edit and delete these settings.

-]
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HTTPS Proxy settings:
[1] Edit HTTPS proxy settings
[2] Delete HTTPS proxy settings

[3]1 To go to previous mMenu

Enter the HTTPS proxy in either of below 2 formats:

1) ’<protocol>://<proxy_ip>:<proxy_port>’ Ex: http:/,/192.168.1.1:3128

2) ’<protocol>://<usernamMe>:<passWord>@<{proxy_ip>:<proxy_port>’ Ex: https://aa
:bb@192.168.1.1:3128

Enter HTTPS Proxy: _

Select option [1] Edit HTTPS proxy settings, to modify HTTPS Proxy Settings.

Here Admin can configure HTTPS proxy. Following two formats are allowed to enter

c) <protocol>://<proxy_ip>:<proxy_port>
d) <protocol>://<username>:<password>@<proxy_ip>:<proxy_port>

Format parameters:

e <protocol> - http or https

e <proxy_ip> [P Address of Proxy

e <proxy_port> Port Number of Proxy

e <username> Username to access Proxy
e <password> Password to access Proxy

Select option [2] Delete HTTPS proxy settings, for deleting all HTTPS proxy settings.

Select option [3] To go to Main Menu, for redirecting Admin to Main Menu.

The accelerator nodes will use http/https long polling, or websocket, which

will keep the connection open to these domains *pndsn.com *pubnub.io,
*pubnub.net,*pubnub.com. Long polling timeout on our side is 320 seconds, please
make sure proxy is able to handle long polling requests.

-]
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4.2.6 NTP settings

Admin can view/modify/manage NTP settings using sixth option on Main Menu.

To select option [6] NTP settings.

Enter your Choice: 6

i NTP settings:-

H [1]1 Edit NTP settings

H [2]1 Delete NTP settings
H [3]1 To go to mMain Menu
Enter your choice:

Select option [1] Edit NTP settings, to modify NTP Settings. Here Admin can enter
list of NTP Servers, separated by space.

Enter your choice:

Enter the list of ntp servers, separated by space. Ex: B.pool.example.com 1.pool

.example.com

Enter NTP servers: _

e Caveat: Editing NTP settings overwrite old NTP servers settings.

Select option [2] Delete NTP Settings, for deleting all NTP settings.

Select option [3] To go to Main Menu, for redirecting Admin to Main Menu.

-
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4.2.7 Uninstall the Configuration

Admin can uninstall the Accelerator Node’s configuration by removing Network
settings and Pairing Code by selecting seventh option from Main Menu.

To select option [7] Change Password

OnPrem Virtual Machine Setup Wizard
[Version: 5.8]

Select from below menu:

I

I

| [1] Edit network settings

| [2] View registration status
| [3] Change password

| [4] SSL settings
|

|

I

I

[5] Proxy Settings
[6]1 NTP settings
[7] Uninstall the configuration
[8] Reboot
Custom SSL Proxy Settings

Enter your choice:
7
Do you really want to uninstall? Please type (y/n)

il

Enter your Choice: 7

“w__»n

Admin should choose “y” to uninstall all the configuration of the Node and then
press any key to reboot after uninstall successful message is displayed.

e Caveat: Process for uninstallation of node, will reset both [onpremuser] and
[core] user password to default password. This brings down the node and should be
used with care.
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4.2.8 Reboot

Admin can reboot Accelerator Node by selecting eighth option from Main Menu.
To select option [8] Reboot

Enter your Choice: 8

OnPrem Virtual Machine Setup Wizard
[Version: 5.8]

Select from below menu:

|

|

| [1] Edit network settings

| [2] View registration status
| [3] Change password

| [4] SSL settings
|

|

|

|

|

[5] Proxy Settings
[6] NTP settings
[7] Uninstall the configuration
[8] Reboot
Custom SSL Proxy Settings

Enter your choice:

8 il

“w__n

Admin should select “y” to reboot Accelerator.

-]
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4.2.9 Custom SSL Proxy Settings

In order to be able to do deep packet inspection, i.e. decrypt all the traffic flowing via
proxy, accelerator needs to trust the self-signed certificate used by your proxy
server. Admin can modify/manage Accelrator’s Proxy Server’s certificate using
ninth option on Main Menu.

OnPrem Virtual Machine Setup Wizard
[Version: 5.8]

Select from below menu:

|

I

| [1] Edit network settings

| [2] View registration status
| [3] Change password

| [4] SSL settings
|

|

|

|

|

[5] Proxy Settings
[6] NTP settings
[7] Uninstall the configuration
[8] Reboot
Custom SSL Proxy Settings

Enter your choice:

o1

To select option [9] Custom SSL Proxy Settings

Please select from menu

| Web Proxy settings:
[1] Edit cert settings
[2] Delete Cert settings

[3] To go to main menu

ter your choice:

Here, Admin can select following options:

-
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e Select option [1] Edit cert settings, to edit the certificate
e Select option [2] Delete cert settings, to delete the certificate
e Select option [3] To go to Main Menu, for redirecting Admin to Main Menu

Please select from menu
| Web Proxy settings:

[1] Edit
[2] Delete C

INdVMNARHAK

Paste CA Certificate for HTTPS Proxy and wait for a couple of seconds (DO NOT PRESS ANY KEY):

After pasting the certificate, wait for a couple of seconds. Certificate will be added to
the trust store and Admin will be taken out of that screen. Reboot the machine as
instructed in order to make those changes take effect.

Once rebooted, Accelerator is all set up to stream the event. Not only you will see the

calls flowing through the configured proxy but you should also be able to decrypt
the HTTPS calls.
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5 Manage Accelerator via SSH to Node
Console

e Introduction
e New Node Installation
e Upgraded Node

5.1 Introduction

This section is focused on helping administrator to access Accelerator Node using
SSH console. It provides details to use SSH for a new Accelerator Node installation
and for already existing Accelerator Node.

5.2 New Node Installation

After the Accelerator Node is setup and configured, we can use SSH console and
follow these instructions to manage accelerator:

1- Login to your Accelerator Node using [onpremuser] and default password
[onprem123].

ssh onpremuser@XX.XX.XX.XXXX}

2- After login, the system will force the user to change the password of
[onpremuser] and from next time, user is required to login with the new
password.

3- To make any modification into accelerator node and to get Main Menu
options, you need to login into [core].

4- To login into [core] use “su - core” command and most recent [core]
password.

lonpremuser@localhost

Password: [

-]
© 2018 BluejJeans Network 34



| BlueJeans Accelerator

5.3 Upgraded Node

This Section is focused on helping administrator to access Accelerator Node and
Menu Options using SSH console when the node is upgraded to the latest version:

1-

SSH Terminal logging with/as [core] user will be disabled. Now you have to
login SSH Terminal with/as [onpremuser].

Login to your Accelerator Node using [onpremuser] and default password
[onprem123].

ssh onpremuser®XX.XX.XX.XXXXH

After login, the system will force the user to change the password of
[onpremuser] and from next time, user is required to login with the new
password.

To make any modification into accelerator node and to get Main Menu
options, you need to login into [core].

To login into [core] use “su — core” command and most recent [core]
password.

onpremuser®localhost su - core

Password: [

e NOTE: After accelerator is upgraded, there will be an automatic restart
however it doesn’t restart while it’s handling an active event. With each
unsuccessful login attempts there will be login delay.

-]
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6 Manage Accelerator via Enterprise
Admin on Blueleans Cloud

Introduction

View Accelerator Nodes of Enterprise
Modify Accelerator Node Configuration
Remove Node

6.1 Introduction

This section is focused on helping administrator to view and manage an already
deployed Accelerator Nodes on BlueJeans Network cloud.

This will help Admin to modify already configured Node’s Name & also allow admin
to add/modify Public IPs of Enterprise.

6.2 View Accelerator Nodes of Enterprise

To view and manage Node on Blue]eans Cloud follow these instructions: -

1. Login to your BlueJeans account by using your Enterprise Username &
Password at URL: https://bluejeans.com

2. Once you access your account then navigate to Admin -> Manage
Accelerator.

3. All the nodes deployed in an enterprise is displayed here.

-]
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BIueJeanS MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS oo

GROUP SETTINGS Enable onprem for enterprise (| UPDATE

MANAGE FEATURES

Name Registered Pairing Code Status
MANAGE USERS BLR 1059164 Yes paired Online
MEETING HISTORY BLR_105.9152 Yes paired Online
EVENTS BLR_10.5.9.92 Yes paired Online
RECORDING ACTIVITY BLR_105.9153 Yes paired Online
MANAGE ACCELERATOR BLR_10.59.90 Yes paired Online

RELEASE NOTES + Add Node

Here following fields for each node are shown:
e Name : Specifies node name

e Registered : Values - Yes/No
Indicate that Accelerator node is registered or not.

e Pairing Code : Values - alpha numeric value(Pairing Code) / paired
Indicate that this node is paired or not.
The pairing code is only shown when the node has not
been paired.

e Status : Shows Node status and can have value:
Online - when node is UP and connected
Disconnected - when node is Down/Disconnected
Draining - when Admin drained this node.
Overloaded -when node is overloaded i.e. CPU
utilization/memory usage/ bandwidth usage is more
than 75%)

Edit Icon : Allows Admin to edit the node settings.

-
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6.2.1 View Node Specific Information Name

To view Node specific information follow these instructions: -

e C(lick on Edit icon of any node.

e This will open a new page displaying all the Accelerator node

information.

Blue)Jeans

GROUP SETTINGS
MANAGE USERS
MEETING HISTORY
RELEASE NOTES
EVENTS

RECORDING ACTIVITY

MANAGE ACCELERATOR

MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS eoe

Edit Node « BACK TO NODES LIST

Name BLR-ACE-1

Public(WAN) IP Address XXX X

Internal(LAN) IP Address  Y.Y.Y.Y
Avallable Bandwidth 10000 mbps
Status Online

Draining

Accelerator

REMOVE SAVE

Here following fields for each node are shown:

¢ Name

e Public IP Address

e Internal IP Address

specifies node name

shows Public IPs

Note: First Public IP is auto populated at
the time of registration. Admin can add
more Public IPs based on their Network
setup and requirement.

shows Internal IP address specified by
Admin at the time of deployment.

© 2018 BlueJeans Network

38



BluelJeans Accelerator

e Available Bandwidth : shows available bandwidth of any node
(in Mbps).
e Status : shows Node status and can have value:

Online - when node is UP and connected
Disconnected - when node is
Down/Disconnected

Draining - when Admin drained this
node.

Overloaded -when node is overloaded i.e.
CPU utilization/memory usage/
bandwidth usage is more than 75%)

¢ Draining : shows draining status.

6.3 Modify Accelerator Node configuration

Admin is allowed to modify only following four values and rest all are read only:
e Name
e Public IP Address
e Draining
e Centralized Internet : Private Network Address (This topic is covered in
Chapter 7)

6.3.1 Modify Node Name

To modify Node name follow these instructions: -
e C(lick on Edit icon of a node which you want to modify.

e This will open a new page displaying all the information of the
Accelerator node.

e Here you can edit Name field.
¢ You can use any alphabet/number/special character in the Node name.
e Then click on “Save” button to save it.

-]
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Bluejeans MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS .o

Edit Node « BACK TO NODES LIST
GROUP SETTINGS

MANAGE USERS [Name Abc1238"$ ]

MEETING HISTORY
PUbIIC(WAN) IP Address XX XX

RELEASE NOTES

Internal(LAN) IP Address  Y.Y.Y.Y
EVENTS

Avallable Bandwidth 10000 mbps
RECORDING ACTIVITY

Status Online
MANAGE ACCELERATOR

Draining

Accelerator

REMOVE SAVE

6.3.2 Add/Modify Public IPs

To add/modify Public IP Address of a node follow these instructions:
e (lick on Edit icon of a node which you want to modify.

e This will open a new page displaying all the information of the
Accelerator node.

e Here you can add/modify Public IP Address of a node.

e Then click on “Save” button to save it.

G Note: Give valid IP addresses. Admin can give multiple IP addresses

“wn

separated by “,”. Admin can even mention network address in CIDR format.
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Bluejeans MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS L

Edit Node « BACK TO NODES LIST
GROUP SETTINGS

MANAGE USERS Name  AbC123&"$

MEETING HISTORY
PUbIIC(WAN) IP Address X X.X.X , W.W.Z.Y/24

RELEASE NOTES

Internal(LAN) IP Address  Y.Y.Y.Y
EVENTS

Avallable Bandwidth 10000 mbps
RECORDING ACTIVITY

Status Online
MANAGE ACCELERATOR

Draining

Accelerator

REMOVE SAVE

6.3.3 Enable/Disable draining of a Node

To enable/disable Draining that allows the admin to stop streaming on that
particular node without taking the accelerator node offline. To enable/disable
Draining of a node follow these instructions: -

e (lick on Edit icon of a node which you want to modify.

e This will open a new page displaying all the information of the
Accelerator node.

e Here Admin can switch ON/OFF the draining button by clicking on it. By
default this option is disabled.

e Then click on “Save” button to save it.

-
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Bluejeans MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS e
Edit Node « BACK TO NODES LIST
GROUP SETTINGS
MANAGE USERS Name  Abc123&"$

MEETING HISTORY
PUDIIC(WAN) IP Address  X.X.X.X , W.W.Z.Y/24

RELEASE NOTES

Internal(LAN) IP Address  Y.Y.Y.Y
EVENTS

Avallable Bandwidth 10000 mbps
RECORDING ACTIVITY

Status Online
MANAGE ACCELERATOR

Draining

Accelerator

REMOVE SAVE

e Note: If user enable draining for a node and when that node is streaming
the event then there will be no effect on active streaming but there will be no
new streaming on that node util user disable draining.

6.4 Remove Node

Admin can remove any node from the list of the nodes installed in an enterprise.
Follow these instructions to remove any node: -

e C(lick on Edit icon of a node which you want to remove.

e This will open a new page displaying all the information of the
Accelerator node.

e Here click on “Remove” button.

-
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BlueJeans MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS  see
Edit Node « BACK TO NODES LIST
GROUP SETTINGS
MANAGE USERS Name  Abc123&"$

MEETING HISTORY
PUbIIC(WAN) IP Address  X.X.X.X , W.W.Z.Y/24

RELEASE NOTES

Internal(LAN) IP Address  Y.Y.Y.Y
EVENTS

Avallable Bandwidth 10000 mbps
RECORDING ACTIVITY

Status Online
MANAGE ACCELERATOR

Draining

Accelerator

REMOVE SAVE

e Caveat: Once any node is removed it can’t be recovered and Admin has to
install that node again.

-
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7 Centralized Internet

e Introduction
e Know Your Setup
e Centralized Internet Nodes Configuration

7.1 Introduction

This section is focused on helping administrator to understand different kind of
networks where Accelerator can be deployed and configured.

This section is focused on configuring Centralized Internet Setup.

7.2 Know Your Setup

Admin should know their enterprise network/setup before deploying Accelerator
nodes. Based on the Internet gateways in an enterprise, we have classified
enterprise networks in following three categories:-

e Decentralized Internet

e C(Centralized Internet
e Hybrid Setup

7.2.1 Decentralized Internet Network

Decentralized internet networks have Internet gateway at each site from where
Attendees will stream Primetime event. This means that all the attendees and
Accelerator nodes deployed in these sites can access internet directly.

As each site has its own Public IP to connect Internet, therefore sites can be
identified distinctly by Blue]eans cloud.
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B
& N

( Internet

Public IP : 5.5.5.5 Public IP : 6.6.6.6

* Public IP mentioned above is just for reference.

For such networks where all the sites in the enterprise have direct internet access,
deploy Accelerator at each site and follow the deployment and configuration
process mentioned in Chapter3 and no extra configuration is required.

7.2.2 Centralized Internet Network

Centralized internet networks have Internet gateway at main site and rest all the
sites are connected to main site to get Internet access. In this setup attendees and
Accelerator nodes deployed at even sub sites are using the same Public IPs (of main
site) to connect Internet.

-
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* Public IP mentioned above is just for reference.

In centralized internet setup if admin wants to deploy Accelerator nodes even at Sub
sites, then first follow the basic deployment process mentioned in Chapter 3 and
then configure centralized internet specific configuration. Please refer next section
7.3 to get more details about the Centralized Internet Configuration.

7.2.3 Hybrid Network

In Hybrid Network an enterprise can have multiple sites, where some sites have
direct internet access and some are connected via Internet Gateway sites.
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For Accelerator nodes deployed at decentralized sites, like nodes on Sitel & Site2
illustrated in above image, follow the basic deployment process mentioned in
Chapter 3 and no extra configuration is required.

For Accelerator nodes deployed in centralized internet sites, like nodes on Main Site,
SiteA & SiteB illustrated in above image, first follow the basic deployment process
mentioned in Chapter 3 and then configure Centralized Internet specific
configuration. Please refer next section 7.3 to get more details about the Centralized

Internet Configuration.
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7.3 Centralized Internet Nodes Configuration

First deploy Accelerator nodes at all the sites and make sure they are online by
following the steps mentioned in Chapter3.

Once all the nodes of Centralized Internet Sites are UP then configure the unique
Private Network Address on each site via BlueJeans Admin Portal.

7.3.1 Configuration concepts with example

Let’s take an example to understand this process. Below is one Centralized internet
setup with two sub sites and one Main Site which is connected to internet.

B

¢ A

@ PublicIP:7.7.7.7

Accelerator 1
I 192.168.10.0/24

10.10.0.0/16| . Main Site

I Backbone Network I

Site A Site B
Lg Ls Lg Lg

10.20.0.0/16 192.168.20.0/24 10.30.0.0/16 192.168.30.0/24

* Public IP & Private Network Address mentioned above is just for reference.
* Attendees in these sites are associated with anyone of the Private Network Addresses mentioned in
that site.
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Each Accelerator node is configured with unique Private Network Address from
where attendees will join Primetime event.

Example of configuration on each Accelerator nodes:
e Accelerator 1- 10.10.0.0/16, 192.168.10.0/24
e Accelerator 2 -10.20.0.0/16, 192.168.20.0/24

e Accelerator 3 -10.30.0.0/16, 192.168.30.0/24

7.3.2 Configure Private Network Address via Admin Portal

The steps below will help you to configure Private Network addresses on
Accelerator nodes deployed in centralized internet configuration.

e Login to your BlueJeans account by using your Enterprise Username &
Password at URL: https://bluejeans.com

e Once you access your account then navigate to Admin -> Manage
Accelerator.

e All the nodes deployed in an enterprise are displayed here.
e C(lick on Edit icon of a node which is the part of centralized internet setup.
e Here add Private Network Addresses under Centralized Internet section

and use space bar, enter key or comma “,” button to enter the
configuration.
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BIUeJeanS MEETINGS EVENTS ADMIN COMMAND CENTER RECORDINGS eee

EVENTS Accelerator ¥

RECORDINCIACTIVITY Centralized Internet

MANAGE ACCELERATOR Private Network 10.20.0.0/16 x| 192.168.20.0/24 x | @

Addresses

REMOVE SAVE <:

* This example shows the Private Network Address configuration on SiteA.

e C(lick on “SAVE” button after adding Private Network Addresses to save
the configuration.

o Note: Deploy Accelerator nodes in all the sites of Centralized Internet setup.
Make sure that attendees from all the sites should be able to reach all the deployed
nodes.

For example in Centralized Internet Setup mentioned in last section,
attendees of SiteA should be able to access Accelerator nodes of Main Site and SiteB.
Similarly, attendees of Main Site should be able to access Accelerator nodes of SiteA
and SiteB. This is mandatory requirement in order to select the correct Accelerator
Node for attendees to stream Event.
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8 HTML5 support on Accelerator

e Introduction

e Prerequisites

e Certificate Provisioning

e Steps for configuring New Accelerator for HTML5 support
e Simplified Provisioning

8.1 Introduction

Accelerator support HTMLS5 players to stream via it. For Flash player no extra
configuration on Accelerator is required but to support HTML5 admin has to do
additional configuration on Accelerator.

HTMLS5 player uses HTTPS to stream via Accelerator. For SSL/TLS communication
between server (Accelerator) and client (Attendee), we have to include Certificate &
Private key in .pem format (without passphrase) on Accelerator. This chapter is a
setup guide for HTML5 Accelerator.

e NOTE:

o Please contact BlueJeans Customer Support in order to enable HTML5
on Accelerator after importing certificates and Private keys on
Accelerator nodes.

o Inorder to opt-in for simplified provisioning, jump to section 8.5. And
you can skip the whole manual process of certificate provisioning.

8.2 Prerequisites

e Latest OVF / Accelerator Software: BlueJeans_Accelerator_V2.6
e SSL Certificate and Private Key for each Accelerator node.
e Fully managed internal PKI for Enterprise (recommended)

e NOTE:

o While generating SSL certificate for an Accelerator set Subject
Alternative Name (SAN) under DNS and IP to its Private IP address. In
case of multiple nodes (for convenience sake), you can enter up to 11
Private IPs as SAN under a single certificate. Some common FAQs
related to accelerator can be found here
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o Firefox browser does not use system trust store; therefore, enterprise
root CA should be manually imported into browser Trust store.
o Please check here for HTMLS5 player supported browsers.

8.3 Certificate Provisioning

1. Create certificate signing request [with CN (suitable FQDN) and subject
alternative name (SAN) with Private IP] of each Accelerator Node.

2. Get this CSR signed by internal enterprise Root CA.

e Note:

e Make sure the signed certificate and the private key is generated in .pem
file format (base64 encoded) and should not have passphrase, as this is
the only format accepted while importing the certificate and private key
onto the Accelerator.

e [Ifthere is no enterprise Root CA available, then self-signed certificates
can be created using OpenSSL and imported on the Accelerator node.
Refer to Annexure 1 for instructions to generate self-signed certificate

3. Install signed certificate on Accelerator Node. (Please refer next section 8.4
for more details)

Generate & Submit CSR for each Accelerator Node

IT Admin

Returns CA signed certificates and import on each node Accelerator
>

4. Push the enterprise root CA to all streaming endpoints (user systems like
desktops/laptops which will receive Primetime Event stream via
Accelerator).

-]
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Push/Add internal root CA to
all streaming end-points

GPO/Open
Directory/
KACE

e Note: Make sure the signed certificate and the private key is generated in
.pem file format (base64 encoded) and should not have passphrase, as this is the
only format accepted while importing the certificate and private key onto the
Accelerator.

8.4 Steps for configuring Accelerator for HTML5 support

This section will help admin to import Certificate & Private Key on Accelerator.

Steps:
1. Deploy Accelerator Nodes. (Please refer Admin Guide Chapter3)

2. After deployment, SSH to Accelerator node, you will find Main Menu.

-
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OnPrem Virtual Machine Setup Wizard
[Version: 5.8]

Select from below menu:

|

|

| [1] Edit network settings

| [2] View registration status
| [3] Change password

| [4] SSL settings
I

|

|

I

|

[5] Proxy Settings
[6] NTP settings
[7] Uninstall the configuration
[8] Reboot
Custom SSL Proxy Settings

Enter your choice:

3. Here select option “[4] SSL Settings”. This will show Sub Menu with following
three options:
[1] View/Edit Signed certificate
[2] View/Edit private key
[3] To go to main menu

4. Here select option “[1] View/Edit Signed certificate”. This will show Certificate
on this Node. Initially no certificate is imported therefore select “y” to import
certificate. Here copy paste certificate (should be .pem file format) and press

Enter (twice).
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Do you want to update certificate? Please type (y/n): y
Please paste signed certificate in .pem (Base64 encoded certificate, starts with '
Press Enter twice after pasting the certificate

MIIF1TCCA72gAwIBAgIJANs/N397yBQQMAGGCSqGSIb3DQEBBQUAMIGAMQswCQYD
VQQGEwJ JTjEMMAOGALUE CAWDSQF SMQwwCgYDVQQHDANCTFIxCzAJBgNVBAOMAKIK
MQswCQYDVQQLDAJQVDE TMBEGALUEAWWKMTAUNS45L JE4MzEMMCQGCSqGSTh3DQEJ
ARYXbXNpbmdoQGJsdWVgZWFuc251dC5 jb2@wHhcNMT cwMjAXMT TwMTUyWhcNMT gw
MjAXMT IwMTUyWjCBgDELMAKGA1UEBhMCSU4XDDAKBGNVBAGMAQtBU EMMAOGALUE
BwwDQkx SMQswCQYDVQQKDAJICS J ELMAKGALUE CWwwCUFQXEZARBgNVBAMMC FEwL jUu
0S4x0DMxJ jAkBgkghkiGOwW@BCQEWF21zaW5naEBibHV1amVhbnNuZXQuY29tMIIC
IjANBgkghkiGOWOBAQEFAAOCAg8AMIICCgKCAgEAXsqYqGRAnhgsYhRmiIwcmg+1l
sTTkDHv3Cj8g9KnZ(9nA86crAAuri f1E4rHMzEeGMQbLNE f1wRg+UTwQxuVOEGLJ
FFNQV+Vvx7xghf7r68+4GirMpV2VhgZh6XX7CEeGqISr3skQV3D17B806fRq9qzN
ryIGcqSvanges+1QyCmlVaTQyIJ45GMg3Fq6rsR1oMLVgHp6QzUoxjigp/oEfjV]
bYDDez4q9XKK138XHvraqFan9WUX0Q2owgnV11StZ@9JFE/t2LCUn/d3NM1IN3NmB
P+h1GEEPcMO7QYkS501ke63snL jIjtGKDAT7nSG3P/tMA2Qf/z48GfL+udvIXi4Wy
6UJY+28PI/BUXBjh1/IFkbAyh+V+vzX/+EsYmXguXbeYeixTpX/gbiGyvAgxyjjL
UJb@e2bzsSkPfwtw75B9ngcIcyIognQPBQ1lpomSuMTugaSyulniWb/2GLtyRV80Ua
IMbEDdPa7hpagx7FRQYDDQgp3IWHDmLqgXf1lb/5WZeSLV497GMOMPuDpSyo8Xgwj
Mjo+FnaSyxjulTJ+BIjFCH+hBcIt8RjPivOMvP1Xux+U2cUR8sB7wuk62KorUdgF
n4TvkzCHriMQAr2CjLbpY3P+0BfGfysYBIKS0@eSu+UkPHf053Yo0cqIXVpzVINk
4KG7QRIgevh7Zn4tEeUCAWEAAGNQME4WHQYDVROOBBYEFM+SqL203qTf75MOZmL/
kRraH1iY+MB8GA1UdIWQYMBaAFM+SqL203qTf75M0ZmL/kRraHiY+MAWGALUdEWQF
MAMBAf8wDQY JKoZThvcNAQEFBQADGgIBAMToeDAGIeR2kd/a6Qi tBXTStwFtyCOV
OcT1GHE7GEA1kJIs53qzQmiYte+207nSymtKt7Pz1TPxja4N10hNgsHiXx5AqCO+/
n2JTmX6TQsKDeF6YCfZT55KALINVtuHWKCNIVBCTIMo2ulkAZXWUkwXsOgWot2/A
LEq/0q3c75]y/fsFi+0o108X21egV7ywESOH1cD1zdDW7/frBWBQ+DZduK1sg3Yf5
bdDmM440tSoF 7MvvuKK9KjTFMfd9I]7rodDTmS019FgRORYIGR5VCY0ZPOBB4Q9j
ntqg+sR8ANYt80cEGRDN3Z51TP8alegvfw+o+]j3Xp4mp2z6V1j/mc7exMhblsnEgH
NPbZgWC1iSJDr0diEbSHNUMooz6DQh2p/ YLYdCxn3vevTVE3XxgN4VAGUgm8A8q7RD
djRd/VdUiUDs jAp/K+8@9yxafWX/1gqoWXdl jWyWjnBBF rmx7fHrZb7vezZ8yNjWN
GgaAaX1RXgAtghAkuhNdFVM/8IbAPJuf+Uz3fWaYx6j1111xwFhBgWulDSQ+e9d8
RdsyglRJaXcj4T1z34wCCgXI1sISQSnAVpoC2PAEUIfzyhf5d4S@1DRf+kC5I+b/
rqVuG3vglj4rwTnxXC4JByyjQABHFmSCFzPikv/Vvu8jOWiF9pual708Xq7SLaA
WzhilgzEua3I

5. Now again select option “[4] SSL Settings” in Main menu and further select
option “[2] View/Edi0074 private key” in Sub-Menu. This will show Private Key
on this Node. Initially no key is imported therefore select “y” to import Private
Key. Here Copy paste Private Key (should be .pem file format without
passphrase) and press Enter (twice).
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Do you want to update private key? Please type (y/n): y
Please paste private key in .pem (Base64 encoded certificate, starts with
Press Enter twice after pasting the key

MIIJRQIBADANBgkghkiGOWOBAQEFAASCCS8wggkrAgEAAOICAQDGYpioZECeGgxi
FGaIjByar6WxNOQMe/cKPyDOqdkL2cDzpysAC6ul/UTisczMR4YxBssOR/XBGr5S
XBDG5XQQYsmN+dBXSW/HvGqF/uvrz7gaKsy1XZWGBmHpdfsIR4aohKveyRBXcOXs
HW7p9Gr2rM2vIgZypK9qgep6z7VDIKaVVpNDIgnjkYyDcWrquxHWgwtWAenpDNS G
OKCn+gR+NU1tgMN7PirlcorXfxce+tqoVqf1ZRfRDajCCAWXVKINTOKUT+3YsIST
93c0zU3c2YE/6HUYQQOww7tBiTk6WR7reycuMiO@YoMB/udIbc/+@wDbR//PiwZ8
v67181eLhbLpQlj7bw8j8FRcGOHX8gWRSDKH5X6/Nf/4SxiZeC5dt5h6LFOLf+Bu
IbK8CrHKOMtQLVvR7Zv0xKQ9/C3DvkH2eBwlzIiiCdA8FDWmMibm4x06BpLKSSdZv/
YYu3JFXw5RqUxsQN@9ruGLlgrHsVFBgMNCCnchYcOYugBd/Vv/1Z151tXjTsYzQw+
401LKjxeDCMy0j4WdpL LGO6VMn4E iMUIf6EFwi3xGM+K/Qy8+Ve7HSTZxRHywHvC
6TrYqitR2ANfhO+TMIeuIxACVYKMtuljc/44F8Z/KxgHOpI7R72755Q8d+jndijR
yoldWnNXU2TgobtBEip6+Htmfi@R5QIDAQABAOICAQCe TmxvfRawUZGBsb1NeDa3
QLVOfygdgOvkbwlxiWjdNRWhczidGg4Kf3TCCtGKxFKq7DwacEvW8dMgh@KdAdEB
04mq1IwDOyTHLNavyghZ69syi27ZKcOPLbn/TwMQPtWPkc fE7N1kpPWUqc8YpJoh
ws8xbgkv1tISu39yzcQNAo@1vMC/TIe1WPOsR1xvHOiHk2CupdgDduv3ntThsAqv
7wWOAfpAtrv5K5GKISh61fyNt9ORd+ZmT@4rNGzo6/yXwIYWOOW/ 1pf1VwpSdoDkn
bNau7BGDtRv@swqGUB8Qx jQHVtWGxksEtYaagkHIvhprVeFSvu2Kft2troASHsBz
ZR/r7516UxjsznTEBUNEyVR11QAIZWu501gtN2X+YB2p6iFIoo8LNFQAkKyzvY2c
US9VbI6xK61IMLSX11ialeVqPO4ikUMXxerFw9d/uapuk6fKPGHIj1TcIHOHX1SvIM
uyugN7A/rD@zEnMXt/1R8vAgKkx3nhSiQK//1tkYPHXNZ/xWTAOzI7+9AYCeIKKe
ENjnH3NJQ/+4f955Jaji4dc3TZAVNNU1p@c9g82XVS47frhDn@GLF/TRmML7hMCs
AgTsUqRQIdIEroOIXMKQAfpwVtfml@TIMpjOpfcU64dailY7deKP195y3Hq81555
RH1L4aoFdTCBvdbXrtwQgQKCAQEA9EJoLN5+KH/gF JAT2NUAEYaVUAmrxsHCUH4
WZvjhNpIW8cfTzK4+39svCSG7cwun7Cg+n11wdNira3o0F 3HHWMaWQoTDcCR11/y
ECFSH6R6H10k7+3IrU2Ec8IZBbF/Nj4wRalalglZS@AUNB7e8prnhl1YHVXx2Qqblm
kBg2emUy7CED1 j+moM4Qv8D@4yMD8BaaDB j168vG2mx+2pAFQswSHV2E9+96R4Be
bgHH7+sTN4pEYeR8zSyYZGnMrxVBw6SraF clasDIJIDVxR8zcs20bqgfTSs@ahiiGZ
jnXt01vYYZdhMoL tpqjAQv2cw2buYm5Z8cmdWuOLYCbPLAjPSQKCAQEAQFilgzCl
WAjYPg7tLsLH/KA4IbKvxTVxhqg+jjsTbWO7Gocdulp27V1L2Z+TZnuWAIpZuHx@+
a@bxz8TRKxQj1k4V+G21yi0jxi1QZpxIbZ9RbmABTATEWi2qgs+DhDQ3yGkMhD8H5
AsBUDYkuBCpUAPK7J/3KtgTL5SyX9p2U3buYmm7v/FayIQF66KH19pKBgCYZ9Ycp
Y1MdenHzAcA4N/aBFoVT1D1loyMofbW1g4LQ4AVIr4eGIfAGqt1EKX4r1bnFOQD4y
DnmgRT3fgAWyWIpiVuRVkpbb2vNanw2uSIgXZXLM6IEhQ]t+CI8XVL527xi1BpST
Kte7Q+FkF8gGdQKCAQEAohqoVI7cnzgumlb91P/nwLnWwiWI8QGKWikk2CkDGBpd
xzshVkhNZ+urWDnNgmfFQY1BbLnAhZR1Gug9oRrrmXNPuyPqfUf+AjfUyEud2vcn
bJlaxjVxaUJ20vRP8ulXhcID+xoPRT6bGkvOtKTYRZ30ZbOWZgRjCON9O8nerOAY
qY1HfiGED1hz2S7P1yZX6LC3T6v+ezzkHfW/QoIuN6RfqU11g65VMrrI8KOR6FHS
8Rs8Qt0G2Avun@Vv6ApteNACSd781IBsN4o/tPD+DgTa8YVDvvLblY1zmMhulc62C
r1Ht2b32xpJcVigmL TBUGNKfss2hNr6oswlOmOTIIQKCAQEAmVAy4kohM48glimGi
PcP2087IkwDrUwhj@K7+PCnjilQ8fYLvyEYEZHy6AyWyYksWHCTN/OVzVrirEEW4
2]QduSWToIBO2M/UeIujIQIoeZ@o]bTTpIVizZTNRQOIPf7e2HyRrrg8trg+juct
2Sxz21S2t5RL5UYCLBUVYwdtA9oXNuNKMeyTI jJceSMgPWPM51QwDCayns5Zi+oCk
JuxIphEBJLBYMY7XjW8XG/9FLynB8/t5NMrjzNUsmn4E+nhUBFnSHNZNNGIOMEST
OoCTEVKSNZthrdCY3nVSTWGCECMIMVNI+7s0IVTcmIdUEpSOc74Pk19yVv+xGScP1
At/xNQKCAQEA3JrVPoNh7zof jyXDUUgFRaxrJqpWAO8VBiNG5kOBPIZBX24/bIm5
gbjK@jvkxgIn672Bmb2ieel BNSNOHr IGqvD7ewCEvqoT4WoloMtdCN70QuG2Tgog
16uEUTB7hJIPb+D61sgP8kEZMzc3yf10iFIpnaTbrbD9pgF4gqg4ohCbgmlpc2MqT
1HLHhZUf4BAMeTrYqwHanX62w77rzrQzFIwdZca9Z0IfCbf@cfDKOXWD/qZUvEnn
wxvncWZUkHmATtBOVLdKPASK+nWyTX+Sj6IIG94RUX8/ rEQVzILz13VVI4kbHWM
/1XgmCeEDp394WkO2MPHx jgbDQUIGXSQT!
END PRIVATE KEY----

6. Now select Option “[8] Reboot” on Main menu to reboot Accelerator and then
select “y” to reboot Accelerator, in order to apply above certificate and Private
Key.

-
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OnPrem Virtual Machine Setup Wizard
[Version: 5.8]

Select from below menu:

|

|

| [1] Edit network settings

| [2] view registration status
| [3] Change password

| [4] SSL settings
|

|

|

|

|

[5] Proxy Settings
[6] NTP settings
[7] Uninstall the configuration
[8] Reboot
Custom SSL Proxy Settings

Enter your choice:
8
Are you sure you want to reboot? Please type (y/n): y

7. After reboot, attendees can stream Accelerator node using HTMLS5 player.

e Note:

e Make sure all the Attendees should have Enterprise Root CA (from which
Certificate is issued to Accelerator Node) on their system before streaming
Primetime Event via Accelerator node using HTML5 Player.

e Firefox browser does not use system trust store, therefore Enterprise root
CA should be manually imported into browser trust store.

-
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8.5 Simplified Certificate Provisioning

Once the feature for simplified provisioning is enabled and an Accelerator node is
booted, BlueJeans Cloud Service generates a CA authorized certificate, manages its
lifecycle for you and takes care of the renewal process.

e NOTE: Please contact BlueJeans Customer Support in order to enable
Simplified Provisioning for Accelerator nodes.

8.5.1 Benefits of Simplified Provisioning

Enterprise Admins do not need to maintain a fully managed PKI anymore. It
eliminates the efforts of generating the self-signed certificate and key, copying them
to the Accelerator Node and also expels the worrying about expiration of it.

As this will not be a self-signed certificate, Attendees won'’t be asked to accept the
certificate to proceed further.

e NOTE: Please make sure that you have Latest OVF (Accelerator Software:
BlueJeans_Accelerator_V2.9 or above).

-]
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9 Annexures

e Annexures 1: Generate Self-signed Certificate

9.1 Annexure 1: Generate self-signed certificate

This section will help you to generate self-signed certificate and private key for
Accelerator.

Self-signed certificates that will be installed on Accelerator nodes, can generated
using Blue]eans scripts which can be downloaded from here.

Prerequisite: Linux server with latest version of openSSL installed.

9.1.1 Steps to Generate Certificate

Please refer below steps to generate certificate and private key of Accelerator:
1. Download file <cert_scripts.tar.gz> from here on linux machine.
2. Untar the downloaded file using cli command :
3. Go to the folder “cert_scripts” using cli command:

4. Generate Root CA:

a. Using vi editor, modify file “rootCA.cnf” and change following entries:
e countryName
e stateOrProvinceName
e localityName
e (.organizationName
e organizationalUnitName
e commonName
e emailAddress

(Note: Currently default settings are according to BlueJeans)

b. Give execute permission to the file “createRootCA.sh” and execute it

using following cli commands:

-]
© 2018 BluejJeans Network 59



BluelJeans Accelerator

c. During execution of file, follow onscreen instructions. Here, you will
be asked for passphrase. Please provide a strong passphrase. (Note:
Remember it for later use as mention in section 6.c).

d. This execution will generate two files:
i. rootCA.key : needs to kept secretly(never compromised)
ii. rootCA.pem: must be distributed internally to all streaming
endpoints (user systems like desktops/laptops which will
receive Primetime Event stream via Accelerator)

5. Generate Accelerator certificate:
a. Using vi editor, modify file “server.csr.cnf” and change following
entries:
i. countryName
ii. stateOrProvinceName
iii. localityName
iv. 0.organizationName
v. organizationalUnitName
vi. commonName (Note: Do not edit it.)
vii. emailAddress
(Note: Currently default settings are according to BlueJeans.)

b. Give execute permission to the file “createselfsignedcertificate.sh” and
execute it using following cli commands:

(Example: ./createselfsignedcertificate.sh 192.168.1.10)
(Note: It's must to use only Accelerator Private IP here.)

c. During execution of file, follow onscreen instructions. When asked for
passphrase for rootCA, enter the passphrase that was entered
previously (in above step 4.c).

d. This execution will generate two files:
i. server_<IP>.crt (certificate)
ii. server_<IP>key (private key)

Once you generate Certificate and Private Key for Accelerator, then import them on
respective Accelerators. Please refer Chapter 8.4 .
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